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be3naposibHa aBTeHTUIKaLifA
B 3aKJlafaxX OXOpOHU 340POB'SA

OpHa 3 HalbinbLIMX MepeXx 3aKnafiB 0XopoHu 3a0pos’'s Heto-Mopka, ArchCare,
BnpoBaguna anapatHi TokeHn Hideez Key onsa nocuneHHs 3axucTy gaHux
Ta CNPOLLEHHS AOCTYNy NepcoHany Ao poboynx CUCTEM Yy CBOIX yCTaHOBaX.

BUKJTUKHU

Mpotarom 2024-2025 pp. CEKTOP OXOPOHMU 340POB'S 3a/MLLABCS FOJIOBHOIO MilLEHHIO
KibepaTak, NOCTIMHO 3a3Hat0uYM HaMBULLMX BUTPAT HA BUTIK AaHUX Cepen yCix ranysemn. ,U,OCTyI'IHi MeToaun

[aHi HHS Breach Portal nokasytoTb, L0 OCHOBHMM BEKTOPOM aTaky € Xakepchbki aBTeHTUdiKau,ii:
iHUMOEHTH, 9Ki BUKOPUCTOBYIOTb BUKPaAeHi 061iKOBI AaHi, 4acTo OTpUMaHi yepes

GIWKHT, 4N OTPUMAHHSA HECAHKLLIOHOBAHOIO AOCTYNy A0 MeOMUYHOT iHhopMaLii.

bioMeTpuyHMI BXiL

Mpasuna HIPAA 3060B'A3yl0Tb MeAUYHI YCTAaHOBM BMNPOBaAXKYyBaTK 3aCobu 6e3neku ons :? Ha ocHOBI Passkeys

KOHTPOJIHO SIK IOMYHOro, TaK i ®i3MYHOro A0CTyny A0 eNeKTPOHHUX MeOUYHUX OaHUX.

Y Mean4yHoMy cepenoBuLLi LS BUMOra CTBOPHOE 3HAYHI onepauinHi BUKAMKK. Ons

KNiHILUCTIB, LLO BUKOPUCTOBYOTb CMisIbHI poBou4i cTaHLii, npouec 6aratopasoBoro . -
H o P y P L, mpot p P Mo6inbHUM AO0AaTOK

BBELEHHS MaponiB CTBOPIOE KOHMNIKT MiXk eheKTUBHICTIO Ta 6e3nekoto. KoxkeH BXing,

Ta YHikanbHi QR-koan
3abupae yac, ToAi 9K 3a7eXHICTb Bif MaposiiB BCE LLe He € rapaHTiern 6e3neku.

PILULEHHA

0 AnapatHi Knroui
MpoBigHMi NnocTavyanbHUK MeanyHux nocnyr ArchCare BnpoBagme kntodi Hideez Key Hideez Key

ANna nigBueHHs 6e3nekun, onTuMisauii pobouymnx NpoueciB Ta 3HMXKEHHS onepauinHuX
BUTpAT y CBOIN Mepexi NikapeHb Ta 3aknagis Tpusanoro gornany. Lle posropraHHs
3ab6e3ne4ynao 3HaYHy eKOHOMI0 Yacy Ta KOLWITIB 3aBASKM OO€EAHAHHIO TPbOX OKpEMUX

3 yoro no4yaTtun?
IHCTpyMeHTIiB aBTeHTUdIiKaLii, AKi paHile BUKOPUCTOBYBAIUCS NEPCOHANIOM:

MeHenkepa naponis LastPass, TokeHiB RSA Ta kapTtok HID. SEIefpoe L (R T Tl T
O3BiHOK, W06 Ai3HaTuCs
Menpo6iTHUKM Tenep BUKOPUCTOBYHOTb OAMH KNtoY Hideez, 9KMin HOCATb Ha 3am'acCTi NpoO MOX/UBOCTI CUCTEMU
Ans 6e3nepewkKogHOro A4oCTyny 40 po60o4YmMx CTaHLiN, CUCTEM MeOUYHUX KapToK Ta Ta NoyaTu 6€3KOLITOBHUM Mepxif,
THLWMX BaXXKNMBMX NMporpam, 3abesnevyroum 6e3neky Ta BianoBiaHICTb npasunamM HIPAA. Ha 6e3naposibHi IHCTPYMEHTH
NEPEBAIU e
e ™\
\\ beskowToBHE NiNOTYBaHHA: MOXMBICTb CNPOByBaTK PilleHHS Nig Yac Ana MeanYHUX yCTaHOB
.' 6e3KOLTOBHOrO MiJIOTHOrO NMPOEKTY HA HEBEJIMKY rPyrny KOPUCTYBaYiB. [OCTYrMHi 0cobnnBi ymoBMH,
KacToMmizauis nig KOHKpeTHi
3 NpocTte BnpoBaaXeHHs: LLBMAKE PO3ropTaHHs y NpMBaTHI XMapi cueHapii aBTeHTMdiKauii,
- a60 Ha JIoKanbHii iHGPaCTPYKTYpi ANS MaKCUMaNbHOFO KOTPOJIHO. a TaKOX iHAMBIAYyaNbHUA

TEXHIYHMI CynpoBia.

W2 JOep>kaBHe cXBaneHHA: PilleHHs MaEe ekcnepTHUIA BUCHOBOK ACT3I - J
Ta nponwno ayaut "KibepaiarHoctuka 6i3Hecy” Big MiHundpw.

%

Learn more: hideez.com/

IHTerpauia 3 cucremamum: JlokanoHa Active Directory, Entra ID,
BiooaneHMMmn poboynMm CTaHLisiMUM Ta CepBicaMu.
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https://www.hhs.gov/hipaa/for-professionals/breach-notification/breach-reporting/index.html
https://hideez.bakotech.com/ua-demo
https://www.ama-assn.org/practice-management/hipaa/hipaa-security-rule-risk-analysis

