HI

besnaponbHun VPN-gocTyn
pna HayioHanbHOI noniuii YKpaiHu

TOB «lHdpacTpykTypa 6e3nekn» o6CnyroBye eamHy cUcTtemMy
BieoCcnocTepeXeHHA Ta BifeoaHaniTuku HauioHaneHoI noniuii YkpaiHu
Ta BNpoBaguna MobinbHy aBTeHTUIKaL o A9 3aXUCTY CBOIX AOCTYNIB.

BUKJTUKHU

HauioHanbHa noniuia YKpaiHu BUKOPUCTOBYE KPUTUYHO BaXI/IMBY CUCTEMY
BifeocCnocTepeXeHHs Ta BiAeoaHaniTUKK, SKO LLOAHS KOPUCTYOTLCS TUCAY
npauiBHUKIB. YacTMHa KOPUCTYBAYiB NiAK/IOYAETLCA A0 L€l iIHPpacTpyKTypn
BigAaneHo yepes VPN, ToMy 6e3neyHa aBTeHTUIKALIS € KTHOYOBOK BUMOIOH
ansg ctabinbHOT poboTH CUCTEMMU.

OepxcneusBasky YKpaiHM BU3HAYa€ QilUMHI 9K OOMH i3 OCHOBHUX BEKTOPIB
KibepaTtak, a poCinCbKi Xakepu akTMBHO BUKOPUCTOBYOTb Bpa3nmocTi VPN anga atak
Ha KPUTUYHY iIHOPACTPYKTYPY. Y TaKMX yMOBaX Naposi 3anmwatoTbCs pasiMBuMm, a
anapaTtHi 2FA-TOKeHN — He3pYyYHUMU Ta CKNAAHUMU ANg MacwTabyBaHHS. Moniuis
notpebyBana HafinHoT iHTerpauii ABodakTopHoi aBTeHTMdKaUii 3 FortiClient VPN,
w06 3anobirTm HeCaHKLiOHOBAaHOMY O0CTyny 6e3 yCKNnagHeHHS po60TM npaLiBHUKIB.

PILWEHHA

HDopatok Hideez Authenticator 6yB BNpoBaaXeHUN 9K ApYruin akTop
aBTeHTUdiKauii ang VPN-nigkntoveHb yepes FortiClient VPN. JocTyn 40 HbOro
OTPUMYKOTb IMLLIE KOPUCTYBaYi, 3apeecTpoBaHi Ha cepsepi Hideez i HaaineHi
BiANOBIAHMMU NpPaBaMu, LLLO YHEMOXIIUBAIOE Nepenayvy o61iKOBUX AaHUX TPETIM
0Cco6aM i MOCUNIOE 3aXUCT KPUTUYHOT IHPPaCTPYKTYypW.

[ ) BiomeTpuuHuIi BXig, P Mo6inbHUI 0,00aTOK 0 AnapaTHi Knwoui
-? Ha ocHoBi Passkeys Ta yHikanbHi QR-koau Hideez Key

NMEPEBATU

\ be3KowToBHE NiNIOTYBaHHA: MOX/IMBICTb CpOBYBaTU pillEHHS Nig Yac
.. 6€e3KOLTOBHOrO MiIOTHOrO NPOEKTY HA HEBEIUKY rpyny KOPUCTYBaYiB.

.3 MpocTte BnpoBaaXeHHs: LLIBuaKe po3ropTaHHS Yy NpuUBaTHIN XxMapi
abo0 Ha NoKanbHIM iIHGPACTPYKTYpPi A9 MAaKCMMaNbHOIO KOTPOJIHO.

JAep)xaBHe cxBaNeHHSA: PilleHHS Ma€E ekcrnepTHu BucHoBOK OCT3I
Ta nponwno ayauT "KibepgaiarHoctuka 6i3Hecy” Big MiHUudpw.

s IHTerpauia 3 cuctemamum: JlokanbHa Active Directory, Entra ID,
a BigfaneHnMmn pobounMu CTaHLi MU Ta cepBicaMu.
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3 yoro noyaTtu?

3abpoHonTe 03HANOMYUN
A3BiHOK, W06 Ai3HaTUCA

MpO MOXJ/IMBOCTI CUCTEMMU
Ta no4vyaTty 6e3KOLTOBHUM
nepexin Ha 6e3naposbHi
IHCTPYMEHTU O0CTyny.

Onsa pepxxaBHUX CTPYKTYP
LOCTYMNHiI ocobnmsi yMOBMU,
KaCToMi3auig nig KOHKpeTHi
cueHapii aBTeHTUdIKaLii,

a TaKoX iHAUBIAYyanbHUN
TEXHIYHMM CcynpoBia.

AisHanTecs GinbLie:
hideez.com/
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