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besneuyHun BigganeHnn goctyn
00 KPUTUYHOI iIHOPaCTPYKTypu 6aHKy

ProCredit Bank BigMoBuBCS Big naponis ans IT-agMiHicTpaTopis,
3abe3neynBLLN NPOCTUI Ta KOHTPOJIbOBAHUIA AOCTYN A0 CUCTEM

BUKJTUKHA

ProCredit Group — MixkHapoaHa 6aHKiBCbKa rpyrna 3 HiMeLbKMM KOPiHHSM, WO Npautoe

y noHap 10 kpaiHax Ta o6cnyrosye 75,000 KnieHTiB y cpepi Manoro i cepegHboro 6isHecy.
Y KOHTeKCTi 3pocTatoumnx Bumor €C go kibepsaxucrty 6aHkis, IT-agMiHicTpaTopu
3060B'93aHi rapaHTyBaTU NOBHUN KOHTPOJIb i 3aXMCT 4OCTYNY A0 BHYTPIiLWHiIX pecypciB.

Hideez oTpuMana 3anuT Big Quipu GmbH — f0YipHLOT YCTaHOBM, WO BignoBigae JocTynHi meToau
3a KepyBaHHS IT-npouecamum 6aHKiB rpynu. [0ONOBHMM 3aBAAHHSAM CTano 3abe3neyeHHs aBTeHTVId)iKaLI,i'I'Z
6e3neyHoro i WBKAKOro BigAaneHoro A4oCTyny 40 KOMITIOTEpPIiB i cepBiciB CNiBpOBITHUKIB.
Po6oTa B TepMiHaNbHOMY peXUMIi, YNCNEHHI pobouYi cTaHLUii Ta pyyHe BBEAEHHS NaporniB
CTBOPHOBAIN PU3MKM MOMUIIOK, 3aTPUMOK Ta BUTOKY AaHUX. O4HI€0 3 060B'I3KOBMX YMOB

6yno po3ropTaHHS pilleHHS Y NpUBaTHOMY XMapHOMY cepefoBMULLi, 6€3 BUKOPUCTaHHS
ny6niYHUX XMapHUX NnaThopmM.

o BioMeTpuuHuii BXia
-? Ha OCHOBI Passkeys

Ta YHikanbHi QR-koan

PILLEHHS Mo6inbHMIM popaTok

KomMnaHia po3noyana 3 NifIOTHOrO NPOEKTY, B X041 IKOro po3ropHyna cepsep Hideez
Ta npoTectyBana Knto4i Hideez Key. Hapasi kKoMaHAa BUKOPUCTOBYE MOEAHAHHS

anapaTHuMX Kto4iB i MO6isfibHOro 3actocyHky Hideez Authenticator, Wwo A03BoNSE: 0 AnapaTtHi Kntoui

Hideez Key
e ABTOMaTM3YyBaTW BBEAEHHSA NAPONiB Yy TEPMiHAaNIbHOMY PEXUMI;

e BigpoaneHo po36a0KOBYBaTU KOMITHOTEPU CMiBPOBITHUKIB;

e LIBMAKO NepeMmKaTmncs Mixx 061iKkoBUMM 3anmMcamMm Ta YHUKATU NOMUNOK.

e 3MEHLWMWTM BMNIUB NOACLKOro pakTopa Ta NigBUWLMUTM Be3neKky 4OCTyny.

3abpoHtonTe 03HANOMYUM

A3BiHOK, W06 Ai3HaTucs
NMEPEBATITHU

MpO MOXJ/IMBOCTI CUCTEMMU
Ta no4yaTn 6e3KOLUTOBHUMN

\\ Be3KOWTOBHE NINOTYBaHHA: MOXNMBICTb CNPOBYBaTK pilleHHs Nia yac nepxia Ha 6e3naponbHi
.. 6e3KOLITOBHOrO NiNIOTHOFO MPOEKTY Ha HEBEUKY FPyny KOPUCTYBaYiB. IHCTPYMEHTM [OCTYNY.
2 MpocTte BnpoBamXeHHA: LLIBMAKe po3ropTaHHA y NpuUBaTHIN XMapi - N
- ab0 Ha noKasbHIM IHPPACTPYKTYPi AN MAaKCMMaJIbHOIrO KOTPOJIHO.

Ana ¢piHaHCOBUX YyCTaHOB
[OCTYMHi 0CO6MBi YMOBMU,

8\ /3 [Oep)xaBHe cxBaneHHs: PilleHHs Ma€e ekcnepTHUM BUCHOBOK OCT3I
Ta nponwno ayant "KibepaiarHoctuka 6isHecy" Big MiHumMdpw.

KacToMizauis nig KOHKPEeTHi

cueHapii aBTeHTU@IKaLIT,
a TaKOX iHOMBIAYyaNnbHUM

0o IHTerpauia 3 cuctemamum: JlokanbHa Active Directory, Entra ID, TEXHiIYHUM CcynpoBia.
BioganeHMMm pobovynmMm CTaHLiIMK Ta cepBicamu. \_ )
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